
View this email in your browser

Legal Considera�ons Regarding Using Third-Party AI Tools

May 18, 2023

Dear Client,
 
You should read this if you are: 
1. A company u�lizing third-party AI tools, or
2. An investor or acquirer evalua�ng a target company that uses third party AI tools.
 
Meitar has put together this list of certain important legal considera�ons to help you
proac�vely assess poten�al risks and make informed decisions before a company
decides to use a third-party AI tool.

1. Specific Use: Before a company makes a decision as to whether to use a third-party
AI tool, it is crucial to gain a comprehensive understanding of the intended use and
exact use case. For example, a tool that is used internally is likely to raise fewer issues.
Conversely, a tool to write code or that will be integrated with a company’s product
gives rise to more significant legal concerns.

2. Dependency: Companies should then assess poten�al “dependency” risks and be
aware that third-party AI tools, like any so�ware, are subject to change, suspension,
and poten�al pricing updates. Assessing the tool's stability and lawfulness is crucial to
mi�gate any poten�al disrup�ons or opera�onal challenges. For example, some
regulators started inves�ga�ons in various countries which could impact the
availability of such tools in their territories. In addi�on, a number of class ac�ons have
been filed in various countries on various grounds, including copyright grounds.

3. Terms and Condi�ons Review: Determining the exact version of the AI tools being
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used is crucial since different versions may have varying terms, licensing structures,
and func�onali�es that can impact ownership, intellectual property rights, and
integra�on with exis�ng systems. It is also important to be aware that the AI tools
terms may be updated from �me to �me without no�ce or user approval. These terms
are likely to include limita�on of liability clauses, indemnifica�on clauses or
representa�ons and warran�es that are likely to create legal risks or obliga�ons to any
company using their tools. Reviewing the terms and condi�ons associated with the
third-party AI tools is therefore essen�al. In this context, companies may have to
update their customer agreements or terms and condi�ons to incorporate relevant
disclaimers, limita�ons of liability, and align with the tool provider's policies.

4. Ownership: Companies must also address ownership rights when u�lizing AI tools
to create content. This may require a thorough review of the tool’s specific terms
governing ownership. In addi�on, this may impact the company’s ability to provide
certain representa�ons and warran�es in investment rounds or poten�al acquisi�ons.
Likewise, the fact that an AI tool´s terms assign certain rights to you with respect to a
certain output does not mean that the output will automa�cally be copyrightable or
protected by IP laws, or not subject to a third-party claim. In each case, assessing the
necessity and applicability of copyright and IP laws to the output in ques�on will be
necessary for the company to understand its copyrights and IP rights and therefore its
ability to prevent others from using or copying the same output. Pursuant to the AI
tool terms, companies using third party AI may be required to grant a license to use
the input not only for receiving the output but also for other purposes, such as
training purposes. Accordingly, companies using AI tools should ensure that they have
all the required permissions, rights and authoriza�ons to upload such input even if
they are not the owners of such content/material.

5. Open Source: This is par�cularly relevant for companies that use third party AI tools
to write code. There are a number of challenges associated with this, such as
establishing which output is subject to which open-source license or providing
necessary a�ribu�ons. We suggest that companies which plan on using such tools to
write code should use code-scanning so�ware in order to determine which open
source components are being used in the generated code (or, in case of copyle�
licenses, ensure they are used in a manner which is separate and independent from
the company’s code), and should also use certain protec�ve filters (such as the one
offered by GitHub CoPilot) to mi�gate the risk that output is infringing or otherwise in
breach of the respec�ve open source license agreement.

6. Liability: Evalua�ng the tool's poten�al risks, such as copyright infringement or
damages caused by AI tools will help allocate responsibility and consider appropriate
disclaimers and limita�on of liability clauses in agreements with customers and terms
of use. In this context, please note that some jurisdic�ons like the EU are currently
working on legisla�on or amendments to exis�ng legisla�on to include new liability
rules with respect to damages caused by AI tools.

7. Privacy: Companies should exercise cau�on regarding the inclusion of personally
iden�fiable informa�on (PII) or personal data (PD) in prompts from AI genera�on tools
or other AI tools, to protect privacy of data subjects, and to avoid liability. A review of
the tool’s data protec�on prac�ces and privacy prac�ces will be necessary for you to
comply with your own privacy obliga�ons. This is par�cularly relevant to companies
subject to the GDPR, the UK GDPR or CCPA given their he�y fines.

8. Confiden�al Informa�on and Trade Secrets: Cau�on should also be exercised about
inpu�ng confiden�al informa�on or trade secrets into AI tools. Inpu�ng confiden�al
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informa�on may result in loss of trade secret protec�on or result in breaches of
customer agreements or confiden�ality du�es, and liability under contractual
provisions may be excluded from a liability cap.

9. Unreliability: One should always remember that these AI tools are just that—tools.
They do not replace human input in en�rety. AI tools generate responses that its
algorithm decides as the best answer and not necessarily the most correct or accurate
answer.

10. Upcoming AI Laws and Regula�ons: In the next few months, new AI regula�ons
will be implemented in various countries. These regula�ons will impose new
obliga�ons on companies that either develop AI tools or use third-party AI tools. The
requirements will include transparency and explainability, bias detec�on and removal,
risk assessments, and more. It is important for companies to monitor these
developments and ensure compliance with their obliga�ons. Similar to GDPR,
noncompliance with these requirements could lead to fines, enforcement ac�ons,
li�ga�on, and loss of business opportuni�es, both in terms of commercial deals and
corporate deals.
 
This list, which is not exhaus�ve, outlines certain important legal issues to be aware of
when u�lizing third-party AI tools. We strongly recommend conduc�ng a thorough
review of your specific use case or target company to address any addi�onal concerns
that may arise.
 
Our team, who has advised AI companies for years, is available to provide tailored
legal guidance based on your unique circumstances.
 
Please feel free to reach out to us with any ques�ons or to schedule a mee�ng. 
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