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Compliance Updates

May 19, 2020

This update iden�fies recent developments in the field of compliance, including the
transi�on to “working from home” policy implemented in many places on account of
the COVID-19 pandemic and its ongoing effects; the amendments to US regula�ons
applying to the export of items for military applica�ons in China, Russia and
Venezuela; and the evolving zero tolerance stance of the Department of Jus�ce
("DOJ") towards financial ins�tu�ons facilita�ng corrup�on, money laundering or any
other criminal ac�vi�es.
 
Cyber

The COVID-19 pandemic has had an unprecedented impact on businesses all around
the world. The first wave of COVID-19 may be nearly behind us, however the
possibili�es it created for companies to work from home and use videoconferencing
tools in an effec�ve manner are vast. The op�on of effec�vely working from home will
become useful if another quaran�ne is warranted, however, if it proves itself, working
from home may become a viable possibility regardless of the current pandemic.
 
With all the posi�ve aspects of working from home, it comes with many cyber risks.
According to Check Point So�ware Technologies (“Check Point”), there are
approximately 2,600 cyberthreats and around 200 fraudulent sites that appear to be
connected to the COVID-19 pandemic every day. The shi� to work-from-home
technologies included large-scale use of videoconferencing services, collabora�on
pla�orms and other digital tools. Check Point reports that approximately 1,700
fraudulent sites offered  videoconferencing services. Cyber-a�ackers are constantly
searching for vulnerabili�es, resul�ng in exploita�on of weak websites and the
sending of malware and phishing both in emails and via WhatsApp. Many of these
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a�acks use COVID-19 related issues.
 
The shi� to working from home needs to be accompanied by cyber security teams and
chief informa�on security officers (“CISOs”) understanding the extent of the exposure
to these new cyberthreats and the need to protect their companies while enabling the
business to work smoothly and without interrup�ons. In light of the COVID-19
pandemic, the Israel Na�onal Cyber Directorate (INCD) has issued guidelines for
minimizing the risks associated with remote work for organiza�ons and businesses,
and CISOs should review and familiarize themselves with them. Addi�onally,  CISOs
will have to adapt themselves to the changes and this could be done efficiently if they
focus on the technology, services and security features that are cri�cal to the ac�vi�es
of the company; adopt cybersecurity risk policies (such as incident response plans,
disaster recovery and specific guidance to the employees) and test their efficiency.
Once these policies are set up, it is also necessary to ensure constant monitoring of
the Company’s compliance with them. If these prac�ces are adopted, companies can
adjust to the transi�on to working from home while remaining effec�ve and alert to
the exis�ng cyberthreats. Our compliance team would be pleased to assist in
strengthening your company’s cybersecurity resilience.
To read the INCD's guidelines (in Hebrew) click here.
 
Export
 
BIS expands export controls applying to items intended for military applica�ons in
China, Russia and Venezuela
 
On April 20, 2020, the US Department of Commerce, Bureau of Industry and Security
(“BIS”) expanded  Sec�on 744.21 of the Export to the Administra�on Regula�ons
(“EAR”), imposing the same licensing requirements for export for “military use” “and
military end users” applying to Russia and Venezuela, on China as well. The defini�on
of “military end use” now includes “suppor�ng” or “contribu�ng” to the opera�ons,
and “maintenance”, “repair”, “overhaul”, “refurbishing”, “development” or
“produc�on” of military items for all three countries. If any of these elements apply to
the export in ques�on, that would be sufficient to violate the new regula�ons. In
addi�on, new items were added to  the categories of materials processing, electronics,
telecommunica�ons, informa�on security, sensors and lasers and propulsion that are
subject to licensing requirements under Part 744, Supplement No 2. There was also an
expansion of the EEI filing requirement. Lastly, BIS annulled License Excep�on CIV.
License Excep�on CIV permi�ed exports, reexports and in-country transfers of items
on the Commerce Control List (CCL) requiring a license in rela�on to Country Group
D:1 for na�onal security reasons only, provided that the items were intended for
civilian end users and civil uses only.¹
 
In light of these amendments, it is most probable that BIS will not grant export
licenses for these items, and companies will be required to determine whether their
dual-use goods are listed in Part 744, Supplement No 2. If they are, the companies will
be required to conduct enhanced due diligence in the evalua�on of who is the end
user (ensuring that no Chinese military en�ty is an end user, including na�onal armed
services, na�onal guard, na�onal police or government intelligence). Addi�onally, it
will not be sufficient to know the immediate use of their product or technologies.
Companies will need to evaluate whether there is a possibility that their product or
technology could support or contribute to any military use when expor�ng to China,
Russia and Venezuela. This enhanced due diligence may be required for items that
were not subject to any export license requirements prior to the amendments.
 
Money Laundering and Corrup�on
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On April 30, 2020, Bank Hapoalim B.M (“BHBM”) and Bank Hapoalim (Switzerland) Ltd
(“BHS”), reached an agreement with the Department of Jus�ce of the Eastern District
of New York (the “DOJ-ENY”) for their role in a money laundering conspiracy. The
agreement includes a three-year non-prosecu�on agreement and an undertaking to
forfeit $20,733,322 and pay a fine of $9,329,995 to resolve an inves�ga�on into the
banks’ involvement in a money laundering conspiracy that enabled interna�onal
soccer bribery. The agreement was reached based on the banks’ complete
coopera�on, and BHBM’s undertaking to update its AML program and to close
branches in Miami and La�n America, amongst others.
 
In this case, the DOJ-ENY’s stance was made clear and it declared that it is commi�ed
to holding financial ins�tu�ons accountable, when they knowingly facilitate corrup�on
or other criminal ac�vi�es. The banks admi�ed to conspiring to commit money
laundering in an amount of over $20 million, involving bribes and kickbacks to soccer
officials to steer broadcas�ng rights for soccer matches and tournaments to the sport
marke�ng execu�ves. Said kickbacks and bribes were given to officers in the
Fédéra�on Interna�onale de Football Associa�on (“FIFA”) and other soccer
organiza�ons. BHBM admi�ed to allowing illicit ac�vi�es to con�nue, a�er employees
had discovered and reported them. This new shi� toward accountability of financial
ins�tu�ons and the heavy penal�es a�ached thereto, set a poten�al new standard of
enhanced due diligence of financial ins�tu�ons clients' accounts to verify that they are
not facilita�ng criminal ac�vi�es.
To read the DOJ-ENY’s announcement click here.
 
In addi�on, in the federal arena, BHBM and BHS entered into a Deferred Prosecu�on
Agreement for Criminal Misconduct (“DPA”) with the DOJ. BHS pleaded guilty and
charges were filed against BHBM for conspiring with US taxpayers and others to hide
more than $7.6 billion in more than 5,500 secret Swiss and Israeli bank accounts.
According to the DPA, the BHBM and BHS are required to fully cooperate with ongoing
inves�ga�ons and disclose informa�on it may later uncover regarding US-related
accounts. BHBM will pay a total of $214 million ($77,877,099 in res�tu�on to the IRS,
$35,696,929 forfeit to the US and $100,811,585 as penalty). BHS will pay $402.53
million ($138,908,073 in res�tu�on to the IRS, $124,628,449 forfeit to the US and
$139,998,399 as penalty). Since 2008, this DPA is the second-largest recovery by the
DOJ in connec�on with its inves�ga�ons of tax evasions by foreign banks.
To read the DOJ's announcement click here.
 
If you have any ques�ons or would like to receive any assistance regarding the ma�ers
discussed in this update, please call Meitar's compliance team.
______________________________________________________________________
[1] To date, Country Group D:1 consists of Armenia, Azerbaijan, Belarus, Cambodia,
China, Georgia, Iraq, Kazakhstan, Kyrgyzstan, Laos, Libya, Macau, Mongolia, Moldova,
North Korea [also subject to U.S. embargo]  Russia, Tajikistan, Turkmenistan, Ukraine,
Uzbekistan, Venezuela, Vietnam, and Yemen.
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not be construed as a legal advice
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